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In partnership with a placement provider (the "Partner"), UWE Bristol (the "University") aims to secure excellent learning experiences for students, including trainee teachers. The University values the relationships it builds with its Partners in a range of activities. By signing this agreement, the Partner confirms their understanding and acceptance of information provided in course-specific documentation. All documentation and course information can be found in the Mentor / Student Portfolio: SWEPT
Partners can participate in the governance and management of the UWE Bristol provision through formal structures such as the ITE Strategy Group and phase or course specific groups; if you wish to participate in any of these please contact: Rich.Baker@uwe.ac.uk or Ali.Law@uwe.ac.uk

All Placements
[bookmark: _Toc195257286]The University will:
Prepare students for their placement.
Administer the placement experience.
Respond to feedback from Partners and provide appropriate support.
Ensure compliance with statutory requirements and DfE guidelines regarding.
Disclosure and Barring Service (DBS) and other background checks relevant to regulated activity.
Provide appropriate course specific information pertinent to the content and delivery of each course to clarify procedures and expectations.
Manage partnership data in accordance with the current Data Protection Legislation and such future legislation on the protection of personal data as may be enacted. For more information, please see our Privacy Notice: Privacy notices - Data protection | UWE Bristol
Process the appropriate payment to Partners for providing a placement.
Ensure that the partnership agreement is reviewed through its Governance structure on a yearly basis.
[bookmark: _Toc195257287]The Partner will:
Provide supportive supervision and / or line management as described in the placement specific documentation.
Communicate with the University about relevant issues as appropriate.
Have a responsibility to ensure that our students are treated fairly, and are free from bullying, harassment, discrimination in line with the requirements of Equality Act 2010 and to make any reasonable adjustments required to support our students whilst on placement.
Be aware of their responsibilities in relation to DBS checks and suitability disclosures made by students in line with the UWE Bristol DBS policy.
[bookmark: _Toc195257288]Teacher Training Placements
For those placements that are part of Initial Teacher Training pathways to becoming a qualified teacher for Early Years, Primary and Secondary schools, the additional requirements are detailed below. In these settings this document will be discussed with the lead mentor / Senior Mentor / Partnership Manager/Associate Directors as part of ITE quality assurance processes at the commencement of the engagement with the University partnership, year on year.
[bookmark: _Toc195257289]The University and its Partners will work together to:
Ensure that courses are in line with the current ITT Criteria or Early Years ITT Criteria
Select, train and (where appropriate) assess Trainees and ensure this complies with all current legislation as laid out in sections 1.3 and 3.3 of the ITT criteria, notably, but not limited to the Equality Act (2010) and the Special Educational Needs and Disability Act 2001.
Support and facilitate high quality training experiences through working collaboratively on the design and delivery of the training provision. This should as a minimum expectation encompass the full entitlement as described in the ITT Core Content Framework (2019).
Participate in all partnership QA procedures as described in course documentation, including but not limited to mentor development, school visits and other internal and external moderation processes, trainee / mentor evaluations and actions and interventions following trainee review meetings.
Ensure that assessment of trainees is accurate and reliable in establishing, consistently over time, whether or not trainees meet the relevant Teachers’ Standards.
Ensure timely interventions through support for impact plans that are monitored and moderated.
Engage in high quality self-evaluation to deliver continuing improvement.
Engage together in effective communication for the benefit of the Trainees and the public benefit of high- quality teacher education.
Ensure that everybody working within the partnership understands their safeguarding responsibilities in line with Keeping Children Safe in Education 2025 (note: KCSIE applies to the version in use for that school year).
Ensure trainee and mentor workload is manageable and feedback is actioned as a priority.
Protect trainee health and well-being and respond as and when needed, including through the support for impact plans.
Process any Personal Data received further to this Agreement in accordance with the Data Sharing terms under Schedule 1 of this Agreement.
[bookmark: _Toc195257290]The University will:
Engage in ongoing support and training for Partner mentors.
When a school or setting is placed into Special Measures or Serious Weaknesses by Ofsted a risk assessment will be undertaken by the University to evaluate the quality of the experience and the capacity of the setting.
If a Partner is unable to fulfil their responsibilities in accordance with the Partnership Agreement and where all support mechanisms have failed and serious issues remain unresolved, then the partner will be formally de-selected from the partnership at the ITE Strategy group for governance. Applications to re-join the partnership will be supported and considered by the same group.
[bookmark: _Toc195257291]In providing a placement, the Partner will:
Ensure that Trainees are covered under relevant legislation (see ITT Criteria or Early Years ITT Criteria) including but not limited to equality, safeguarding, health & safety procedures and risk assessments in place for existing Partner employees.
Provide a range of placement experiences appropriate to the Trainees' courses.
Carry out formative and summative assessment where appropriate and report to the University as required.
Notify the University of any change in circumstances relevant to Trainees' placements.
Provide trainees with access to school or setting learning platforms to enable engagement with online teaching and learning activities.
Ensure trainees are released from their current school for alternative placement opportunities in order to broaden their training experience.
Ensure mentors have sufficient time to carry out their expected roles.
 Support UWE Bristol quality assurance procedures and work alongside Lead mentors to quality assure provision.

In addition, where a Partner employs an early career teacher (ECT) from the University, the Partner shall, upon reasonable request, provide the University with data regarding the employment status of the ECT and their progression against the professional standards. The University undertakes to anonymize the data and use it solely for reporting to Ofsted under its Initial Teacher Education framework.
More detailed information about procedures, placement requirements and roles and responsibilities can be found in course specific information. Contact the Education Placements Team at partnership@uwe.ac.uk for general enquiries. Specific contact details are listed in handbooks.

I have read the Partnership Agreement and agree to follow Partnership procedures. This will be signed via the PCP.
	Setting Name:
	

	Signed:
	
	Print
Name:
	

	Position:
	
	Email:
	

	Contact Tel:
	
	Date:
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SCHEDULE 1:

DATA SHARING TERMS

INTERPRETATION 

1. 	Definitions: 

Agreed Purposes: shall mean those purposes set out in clause 2.4 of this Schedule. 



Business Days: a day other than a Saturday, Sunday or public holiday in England when banks in London are open for business. 



Data Discloser:  the Controller transferring the Personal Data to the Data Receiver. 



Data Processing Particulars: means, in relation to any Processing under this Schedule:

(a) the subject matter and duration of the Processing;

(b) the nature and purpose of the Processing;

(c) the type of Personal Data being Processed; and

(d) the categories of Data Subjects; as set out in Appendix 1



Data Protection Authority: the relevant data protection authority in the territories where the Parties to this Schedule are established, here the Information Commissioner’s Office (ICO). 



Data Receiver: The Controller receiving the Personal Data from the Data Discloser. 



Data Security Breach: a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to the Shared Personal Data. 



Data Subjects: shall mean as per Data Processing Particulars. 



DP Legislation: the UK General Data Protection Regulation (UK GDPR), the General Data Protection Regulation (2016/679) (EU GDPR), the Data Protection Act, 2018 (DPA),  the Electronic Communications Data Protection Directive (2002/58/EC), the Privacy and Electronic Communications (EC Directive) Regulations 2003 (SI 2426/2003) (as amended) and all applicable laws and regulations relating to the processing of the Personal Data and privacy, any legislation and/or regulation implementing or made pursuant to them or which amends, replaces, re-enacts or consolidates any of them including where applicable the guidance and codes of practice issued by the UK Information Commissioner or any other national data protection authority, and the equivalent of any of the foregoing in any relevant jurisdiction.

 

Losses: all losses, fines, penalties, liabilities, damages, costs, charges, claims, amounts paid in settlement and expenses (including reasonably and properly incurred legal fees (on a solicitor/client basis), disbursements, costs of investigation (including forensic investigation), litigation, settlement (including ex gratia payments), judgment, interest and penalties), other professional charges and expenses, disbursements,  cost of breach notification including notifications to the Data Subject, cost of complaints handling (including providing Data Subjects with credit reference checks, setting up contact centres (e.g. call centres) and making ex gratia payments), all whether arising in contract, tort (including negligence), breach of statutory duty or otherwise.



Shared Personal Data: the Personal Data and Special Category Data to be shared between the Parties under Appendix 1 of this Schedule. 



Subject Access Request: has the same meaning as "Right of access to personal data" in section 7 of the DPA. 



Term: shall mean for the duration of the active Processing by a Controller of Shared Personal Data.



Controller, Processor, Data Subject and Personal Data, Special Category Data, processing, Right to Object and appropriate technical and organisational measures shall have the meanings given to them in the DPA and the GDPR. 



2. 	PURPOSE 

2.1 this Schedule sets out the framework for the sharing of Personal Data between the Parties as Controllers and defines the principles and procedures that the Parties shall adhere to and the responsibilities the Parties owe to each other. 

2.2 Each Controller requires access to certain Personal Data relating to Data Subjects for the Purposes of discharging their obligations under this Agreement.  

2.3 this Schedule is required to ensure that where Personal Data is shared and accessed between the Parties, such access will at all times comply with the requirements of the DP Legislation.  

2.4 The sharing of Personal Data is necessary to support the following Agreed Purposes of both Parties with regards to the learning and development of the student towards their attainment of Qualified Teacher Status.

2.5 The Parties agree that this Schedule formalises a lawful transfer of Personal Data between the Parties and presents no new or additional privacy concerns. Any necessary risk assessment has been conducted in respect of the Personal Data to be shared and the necessity of the sharing; this Schedule serves to address any residual privacy or information risks and document the actions taken to identify, address and mitigate those risks wherever possible. 

2.6 The Parties shall not process Shared Personal Data in a way that is incompatible with the Agreed Purposes. 

2.7 Each Controller provides the Shared Personal Data for the Agreed Purposes as listed in clause 2.4 only. As a Data Controller, each Party remains responsible for ensuring that all uses of the Shared Personal Data within its control are compliant with all applicable DP Legislation. 

 

3. 	RELATIONSHIP OF THE PARTIES

The Parties hereby acknowledge that the factual arrangements between them dictate the role of each of them in respect of the Data Protection Legislation. The Parties have determined that for the purposes of the Programme and this Schedule, they are each Controllers. If at any time during the course of the Programme, it becomes apparent that either Party or any third party is acting as a Processor, a further GDPR (Article 28(3)) - compliant Data Processing Agreement will be entered into between the relevant Controller(s) and Processor(s).

4. 	SHARED PERSONAL DATA 

4.1	Both Controllers will ensure all users with access to Shared Personal Data will handle this in the strictest confidence and in compliance with the DPA and GDPR and the terms of this Schedule.



4.2	Each Controller will only provide Personal Data of Data Subjects as listed in Appendix 1. 



4.3	The Shared Personal Data must not be irrelevant or excessive with regard to the Agreed Purposes. 

5. 	FAIR AND LAWFUL PROCESSING 

5.1 	Each Party shall ensure that it processes the Shared Personal Data fairly and lawfully in accordance with clause 5.2. 

5.2 	Both Parties shall, in respect of Shared Personal Data, ensure that their privacy notices are clear and provide sufficient information to Data Subjects in order for them to understand what of their Personal Data the Parties are sharing, the circumstances in which it will be shared, the purposes for the data sharing and either the identity with whom the data is shared or a description of the type of organisation that will receive the Personal Data. 

5.3	Both Parties undertake to inform Data Subjects of the purposes for which it will process their Personal Data and provide all the information that it must provide in accordance with applicable laws, to ensure that the Data Subjects understand how their Personal Data will be processed and shared by the Controller. 

6.        DATA QUALITY 

6.1 	The Data Discloser shall ensure that Shared Personal Data is accurate to the best of its knowledge. 

6.2 	Where either Controller becomes aware of inaccuracies in Shared Personal Data, they will notify the other Controller. 

6.3 	Shared Personal Data shall be limited to the Personal Data described in the Data Processing Particulars in Appendix 1.  

7.        DATA SUBJECTS' RIGHTS 

7.1 	Data Subjects have the right to obtain certain information about the processing of their Personal Data through a Subject Access Request. Data Subjects may also request rectification, erasure or blocking of their Personal Data. 

7.2 	The Parties shall maintain a record of Subject Access Requests, the decisions made and any information that was exchanged. Records must include copies of the request for information, details of the data accessed and shared and where relevant, notes of any meeting, correspondence or phone calls relating to the request.   

7.3 	The Parties agree that the responsibility for complying with a Subject Access Request falls to Controller receiving the Subject Access Request in respect of the Personal Data held by that Controller. 

7.4 	The Parties agree to provide reasonable and prompt assistance (within 5 Business Days of such a request for assistance) as is necessary to each other to enable them to comply with Subject Access Requests and to respond to any other queries or complaints from Data Subjects. 

8. 	     DATA RETENTION AND DELETION 

8.1 	The Data Receiver shall not retain or process Shared Personal Data for longer than is necessary to carry out the Agreed Purposes. 

8.2 	Notwithstanding clause 8.1, the Parties shall continue to retain Shared Personal Data in accordance with any statutory or professional retention periods applicable in their respective countries and/or industry and in accordance with the data retention periods set out in their internal Data Processing Policies. Each Party may retain Shared Personal Data to the extent necessary:

(a) to comply with its legal or regulatory obligations;

(b) for the establishment, exercise or defence of legal claims; or

(c) for any other purpose permitted by Data Protection Legislation.



8.3 	The Data Receiver shall ensure that any Shared Personal Data the Discloser Party's option or direction, arrange for the prompt and safe return and/or secure permanent destruction of all Personal Data, together with all copies in its possession or control within 5 Business Days and, where requested by the other Party certify that such destruction has taken place.

9. 	TRANSFERS 

9.1 	For the purposes of this clause 9, ‘transfers’ of Personal Data shall mean any sharing of Personal Data by the Data Receiver with a third party, and shall include, but is not limited to, the following: 

(a) sharing of the Shared Personal Data with any other third party; 

(b) publication of the Shared Personal Data via any medium, including, but not limited to; social media, websites, publically available communications. 

(c) storing Shared Personal Data on servers outside the UK or EEA. 

(d) subcontracting the processing of Shared Personal Data to Processors located outside the EEA. 

(e) granting third parties located outside the UK or EEA access rights to the Shared Personal Data. 

9.2 The Data Receiver shall not transfer the Shared Personal Data to a third party without the express written permission of the Data Discloser. 

9.3 Where express written permission has been granted further to clause 9.2, the Data Receiver shall not disclose or transfer Shared Personal Data outside the UK or EEA without ensuring that adequate and equivalent protections will be afforded to the Shared Personal Data. 

9.4 Clause 9.2 will not apply to any data transfers carried out by the Data Discloser in respect of its own Shared Personal Data for which it remains entirely legally liable. 

10. 	SECURITY AND TRAINING 

10.1 	The Data Discloser shall be responsible for the security of transmission of any Shared Personal Data in transmission to the Data Receiver by using appropriate technical methods. 

10.2 	The Parties agree to implement appropriate technical and organisational measures to protect the Shared Personal Data in their possession against unauthorised or unlawful processing and against accidental loss, destruction, damage, alteration or disclosure, including but not limited to: 

(a) Ensuring IT equipment, including portable equipment is kept in lockable areas when unattended; 

(b) Not leaving portable equipment containing the Personal Data unattended; 

(c) Ensuring that staff use appropriate secure passwords for logging into systems or databases containing the Personal Data;  

(d) Ensuring that all IT equipment is protected by antivirus software, firewalls, passwords and suitable encryption devices; 

(e) In particular ensure that any Sensitive Personal Data is stored and transferred (including where stored or transferred on portable devices or removable media) using industry standard 256-bit AES encryption or suitable equivalent; 

(f) limiting access to relevant databases and systems to those of its officers, staff agents and sub-contractors who need to have access to the Personal Data, and ensuring that passwords are changed and updated regularly to prevent inappropriate access when individuals are no longer engaged by the Controller; 

(g) Conducting regular threat assessment or penetration testing on systems. 

(h) Ensuring all staff handling Personal Data have been made aware of their responsibilities with regards to handling of Personal Data. 

(i) Allowing for inspections and assessments to be undertaken by the other Controller in respect of the security measures taken, or producing evidence of those measures if requested. 

11. 	DATA SECURITY BREACHES AND REPORTING PROCEDURES 

11.1 	The Parties are under a strict obligation to notify any potential or actual losses of the Shared Personal Data to the other Controller as soon as possible and, in any event, within 2 Business Days of identification of any potential or actual loss to enable the Parties to consider what action is required to resolve the issue in accordance with the applicable DP Legislation. 

11.2 	Clause 11.1 also applies to any breaches of security which may compromise the security of the Shared Personal Data. 

11.3 	The Parties agree to provide reasonable assistance as is necessary to each other to facilitate the handling of any Data Security Breach in an expeditious and compliant manner. 

12. 	        RESOLUTION OF DISPUTES WITH DATA SUBJECTS OR THE DATA PROTECTION AUTHORITY 

12.1 	In the event of a dispute or claim brought by a Data Subject or the Data Protection Authority concerning the processing of Shared Personal Data against either or both Parties, the Parties will inform each other about any such disputes or claims, and will cooperate with a view to settling them amicably in a timely fashion. 

12.2 	The Parties agree to respond to any generally available non-binding mediation procedure initiated by a Data Subject or by the Data Protection Authority. If they do participate in the proceedings, the Parties may elect to do so remotely (such as by telephone or other electronic means). The Parties also agree to consider participating in any other arbitration, mediation or other dispute resolution proceedings developed for data protection disputes. 

12.3 	In respect of breaches relating to this Schedule, each Controller shall abide by a decision of a competent court of the Data Discloser’s country of establishment or of any binding decision of the relevant Data Protection Authority. 

13. 	WARRANTIES 

13.1 	Each Controller warrants and undertakes that it will: 

(a) Process the Shared Personal Data in compliance with all applicable laws, enactments, regulations, orders, standards and other similar instruments that apply to its personal data processing operations. 

(b) Make available upon request to any Data Subjects who are third party beneficiaries a copy of this Schedule, unless the Clause contains confidential information. 

(c) Respond within a reasonable time and as far as reasonably possible to enquiries from the relevant Data Protection Authority in relation to the Shared Personal Data. 

(d) Respond to Subject Access Requests in accordance with the terms of this Schedule and in accordance with the DPA. 

(e) Where applicable, maintain registration with all relevant Data Protection Authorities to process all Shared Personal Data for the Agreed Purpose. 

(f) Take all appropriate steps to ensure compliance with the security measures set out in clause 10 above. 

13.2 The Data Discloser warrants and undertakes that it will ensure that the Shared Personal Data are accurate to the best of its knowledge and belief. 

13.3 The Data Recipient warrants and undertakes that it will not disclose or transfer Shared Personal Data to third parties either within or outside the UK or European Economic Area (EEA) unless it complies with the obligations set out in clauses 9.2 and 9.3 above.   

14.         INDEMNITY 

14.1 Subject to the limits set out in clause 15, each Party (“Indemnifying Party”) shall indemnify the other Party (“Indemnified Party”) and shall keep the Indemnified Party indemnified against all Losses suffered or incurred by the Indemnified Party directly arising out of or in connection with any claim made against the Indemnified Party in relation to any breach by the Indemnifying Party of a) the DP Legislation or b) the Indemnifying Party’s obligations under this Schedule, in particular all Losses resulting from:

14.1.1 [bookmark: _Ref486515728][bookmark: _Ref503954888][bookmark: _Ref486515729]any monetary penalties or fines levied by the ICO on the Indemnified Party;

14.1.2 [bookmark: _Ref486541520][bookmark: _Ref503954897][bookmark: _Ref486515730]the costs of any investigative, corrective or compensatory action required by the ICO, or the defence of any proposed or actual enforcement taken by the ICO; 

14.1.3 any Losses suffered or incurred by, awarded against, or agreed to be paid by the Indemnified Party pursuant to a claim, action or challenge made by a third party to or against the Indemnified Party (including by a Data Subject); and

14.1.4 except to the extent covered by Paragraphs 14.1.1 or 14.1.2 or 14.1.3 any Losses suffered or incurred, awarded against or agreed to be paid by the Indemnified Party.

14.2 Notwithstanding the foregoing indemnities, each of the Controllers shall seek to mitigate any and all Losses as may arise as a result of the activity performed under this Schedule.

15. 	LIMITATION OF LIABILITY 

15.1 	      Neither Controller excludes or limits liability to the other Controller for  

(a) fraud or fraudulent misrepresentation; 

(b) death or personal injury caused by negligence; 

(c) a breach of any obligations implied by section 12 of the Sale of Goods Act 1979 or section 2 of the Supply of Goods and Services Act 1982; or 

(d) any matter for which it would be unlawful for the Parties to exclude liability. 

15.2 	Subject to Clause 15.1 neither Controller shall in any circumstances be liable whether in contract, tort (including for negligence and breach of statutory duty howsoever arising), misrepresentation (whether innocent or negligent), restitution or otherwise, for 

(a) any loss (whether direct or indirect) of profits, business, business opportunities, revenue, turnover, reputation or goodwill; 

(b) loss (whether direct or indirect) of anticipated savings or wasted expenditure (including management time); or 

(c) any loss or liability (whether direct or indirect) under or in relation to any other contract. 

15.3	Notwithstanding the foregoing indemnity at clause 14 and limitations of liability under clauses 15.1 and 15.2, a Controller’s aggregate liability to the other Controller under this Schedule shall not exceed £500,000.

16. 	ROLES AND RESPONSIBILITIES 

16.1 	Each Controller shall nominate a single point of contact within their organisation who can be contacted in respect of queries or complaints regarding the DPA, GDPR and/or compliance under the terms of this Schedule. 



		University of the West of England, Bristol 

		[OTHER CONTROLLER NAME]



		Head of Data Protection (the Data Protection Officer)

Dataprotection@UWE.ac.uk 

		

[role]

[address], 

[address], 

[address]

[email]





  







                                                                  Appendix 1



[bookmark: _Toc495916202]Data Protection Particulars

		The subject matter and duration of the Processing



		The subject matter shall be the student performing their teaching activities.

Personal data will be processed for the duration of contract, and in accordance with the Controllers retention schedule.  



		The nature and purpose of the Processing



		· Student progression and assessment 

· Data from digital materials are produced and shared by the student so that they may receive tutelage.

· Audio visual materials created by the student will be shared to the Parties for feedback on their performance.  This is both to help the student develop their professional skills and to evidence their practice in relation to the assessment criteria.



		The type of Personal Data being Processed

The type of Sensitive Personal Data/Special Category Data being Processed

		 First name; middle name(s); surname; date of birth; personal email address; work email address; home address; employer details; employer address; Other Controller location; data pertaining to student performance data including progression/assessment details; qualification details. 



Physical and mental health status to facilitate       reasonable adjustments under assessment conditions; religion; political affiliation. 



Evidence of teaching practice shall be collected by the student in their professional context. This will include segments of lessons taught by the student where the student uses camera placement and a filter to obscure the identifying details of any other potential data subject.



		The categories of Data Subjects

		Student, Mentor.
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SCHEDULE 1:

DATA SHARING TERMS

INTERPRETATION 

1. 	Definitions: 

Agreed Purposes: shall mean those purposes set out in clause 2.4 of this Schedule. 



Business Days: a day other than a Saturday, Sunday or public holiday in England when banks in London are open for business. 



Data Discloser:  the Controller transferring the Personal Data to the Data Receiver. 



Data Processing Particulars: means, in relation to any Processing under this Schedule:

(a) the subject matter and duration of the Processing;

(b) the nature and purpose of the Processing;

(c) the type of Personal Data being Processed; and

(d) the categories of Data Subjects; as set out in Appendix 1



Data Protection Authority: the relevant data protection authority in the territories where the Parties to this Schedule are established, here the Information Commissioner’s Office (ICO). 



Data Receiver: The Controller receiving the Personal Data from the Data Discloser. 



Data Security Breach: a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to the Shared Personal Data. 



Data Subjects: shall mean as per Data Processing Particulars. 



DP Legislation: the UK General Data Protection Regulation (UK GDPR), the General Data Protection Regulation (2016/679) (EU GDPR), the Data Protection Act, 2018 (DPA),  the Electronic Communications Data Protection Directive (2002/58/EC), the Privacy and Electronic Communications (EC Directive) Regulations 2003 (SI 2426/2003) (as amended) and all applicable laws and regulations relating to the processing of the Personal Data and privacy, any legislation and/or regulation implementing or made pursuant to them or which amends, replaces, re-enacts or consolidates any of them including where applicable the guidance and codes of practice issued by the UK Information Commissioner or any other national data protection authority, and the equivalent of any of the foregoing in any relevant jurisdiction.

 

Losses: all losses, fines, penalties, liabilities, damages, costs, charges, claims, amounts paid in settlement and expenses (including reasonably and properly incurred legal fees (on a solicitor/client basis), disbursements, costs of investigation (including forensic investigation), litigation, settlement (including ex gratia payments), judgment, interest and penalties), other professional charges and expenses, disbursements,  cost of breach notification including notifications to the Data Subject, cost of complaints handling (including providing Data Subjects with credit reference checks, setting up contact centres (e.g. call centres) and making ex gratia payments), all whether arising in contract, tort (including negligence), breach of statutory duty or otherwise.



Shared Personal Data: the Personal Data and Special Category Data to be shared between the Parties under Appendix 1 of this Schedule. 



Subject Access Request: has the same meaning as "Right of access to personal data" in section 7 of the DPA. 



Term: shall mean for the duration of the active Processing by a Controller of Shared Personal Data.



Controller, Processor, Data Subject and Personal Data, Special Category Data, processing, Right to Object and appropriate technical and organisational measures shall have the meanings given to them in the DPA and the GDPR. 



2. 	PURPOSE 

2.1 this Schedule sets out the framework for the sharing of Personal Data between the Parties as Controllers and defines the principles and procedures that the Parties shall adhere to and the responsibilities the Parties owe to each other. 

2.2 Each Controller requires access to certain Personal Data relating to Data Subjects for the Purposes of discharging their obligations under this Agreement.  

2.3 this Schedule is required to ensure that where Personal Data is shared and accessed between the Parties, such access will at all times comply with the requirements of the DP Legislation.  

2.4 The sharing of Personal Data is necessary to support the following Agreed Purposes of both Parties with regards to the learning and development of the student towards their attainment of Qualified Teacher Status.

2.5 The Parties agree that this Schedule formalises a lawful transfer of Personal Data between the Parties and presents no new or additional privacy concerns. Any necessary risk assessment has been conducted in respect of the Personal Data to be shared and the necessity of the sharing; this Schedule serves to address any residual privacy or information risks and document the actions taken to identify, address and mitigate those risks wherever possible. 

2.6 The Parties shall not process Shared Personal Data in a way that is incompatible with the Agreed Purposes. 

2.7 Each Controller provides the Shared Personal Data for the Agreed Purposes as listed in clause 2.4 only. As a Data Controller, each Party remains responsible for ensuring that all uses of the Shared Personal Data within its control are compliant with all applicable DP Legislation. 

 

3. 	RELATIONSHIP OF THE PARTIES

The Parties hereby acknowledge that the factual arrangements between them dictate the role of each of them in respect of the Data Protection Legislation. The Parties have determined that for the purposes of the Programme and this Schedule, they are each Controllers. If at any time during the course of the Programme, it becomes apparent that either Party or any third party is acting as a Processor, a further GDPR (Article 28(3)) - compliant Data Processing Agreement will be entered into between the relevant Controller(s) and Processor(s).

4. 	SHARED PERSONAL DATA 

4.1	Both Controllers will ensure all users with access to Shared Personal Data will handle this in the strictest confidence and in compliance with the DPA and GDPR and the terms of this Schedule.



4.2	Each Controller will only provide Personal Data of Data Subjects as listed in Appendix 1. 



4.3	The Shared Personal Data must not be irrelevant or excessive with regard to the Agreed Purposes. 

5. 	FAIR AND LAWFUL PROCESSING 

5.1 	Each Party shall ensure that it processes the Shared Personal Data fairly and lawfully in accordance with clause 5.2. 

5.2 	Both Parties shall, in respect of Shared Personal Data, ensure that their privacy notices are clear and provide sufficient information to Data Subjects in order for them to understand what of their Personal Data the Parties are sharing, the circumstances in which it will be shared, the purposes for the data sharing and either the identity with whom the data is shared or a description of the type of organisation that will receive the Personal Data. 

5.3	Both Parties undertake to inform Data Subjects of the purposes for which it will process their Personal Data and provide all the information that it must provide in accordance with applicable laws, to ensure that the Data Subjects understand how their Personal Data will be processed and shared by the Controller. 

6.        DATA QUALITY 

6.1 	The Data Discloser shall ensure that Shared Personal Data is accurate to the best of its knowledge. 

6.2 	Where either Controller becomes aware of inaccuracies in Shared Personal Data, they will notify the other Controller. 

6.3 	Shared Personal Data shall be limited to the Personal Data described in the Data Processing Particulars in Appendix 1.  

7.        DATA SUBJECTS' RIGHTS 

7.1 	Data Subjects have the right to obtain certain information about the processing of their Personal Data through a Subject Access Request. Data Subjects may also request rectification, erasure or blocking of their Personal Data. 

7.2 	The Parties shall maintain a record of Subject Access Requests, the decisions made and any information that was exchanged. Records must include copies of the request for information, details of the data accessed and shared and where relevant, notes of any meeting, correspondence or phone calls relating to the request.   

7.3 	The Parties agree that the responsibility for complying with a Subject Access Request falls to Controller receiving the Subject Access Request in respect of the Personal Data held by that Controller. 

7.4 	The Parties agree to provide reasonable and prompt assistance (within 5 Business Days of such a request for assistance) as is necessary to each other to enable them to comply with Subject Access Requests and to respond to any other queries or complaints from Data Subjects. 

8. 	     DATA RETENTION AND DELETION 

8.1 	The Data Receiver shall not retain or process Shared Personal Data for longer than is necessary to carry out the Agreed Purposes. 

8.2 	Notwithstanding clause 8.1, the Parties shall continue to retain Shared Personal Data in accordance with any statutory or professional retention periods applicable in their respective countries and/or industry and in accordance with the data retention periods set out in their internal Data Processing Policies. Each Party may retain Shared Personal Data to the extent necessary:

(a) to comply with its legal or regulatory obligations;

(b) for the establishment, exercise or defence of legal claims; or

(c) for any other purpose permitted by Data Protection Legislation.



8.3 	The Data Receiver shall ensure that any Shared Personal Data the Discloser Party's option or direction, arrange for the prompt and safe return and/or secure permanent destruction of all Personal Data, together with all copies in its possession or control within 5 Business Days and, where requested by the other Party certify that such destruction has taken place.

9. 	TRANSFERS 

9.1 	For the purposes of this clause 9, ‘transfers’ of Personal Data shall mean any sharing of Personal Data by the Data Receiver with a third party, and shall include, but is not limited to, the following: 

(a) sharing of the Shared Personal Data with any other third party; 

(b) publication of the Shared Personal Data via any medium, including, but not limited to; social media, websites, publically available communications. 

(c) storing Shared Personal Data on servers outside the UK or EEA. 

(d) subcontracting the processing of Shared Personal Data to Processors located outside the EEA. 

(e) granting third parties located outside the UK or EEA access rights to the Shared Personal Data. 

9.2 The Data Receiver shall not transfer the Shared Personal Data to a third party without the express written permission of the Data Discloser. 

9.3 Where express written permission has been granted further to clause 9.2, the Data Receiver shall not disclose or transfer Shared Personal Data outside the UK or EEA without ensuring that adequate and equivalent protections will be afforded to the Shared Personal Data. 

9.4 Clause 9.2 will not apply to any data transfers carried out by the Data Discloser in respect of its own Shared Personal Data for which it remains entirely legally liable. 

10. 	SECURITY AND TRAINING 

10.1 	The Data Discloser shall be responsible for the security of transmission of any Shared Personal Data in transmission to the Data Receiver by using appropriate technical methods. 

10.2 	The Parties agree to implement appropriate technical and organisational measures to protect the Shared Personal Data in their possession against unauthorised or unlawful processing and against accidental loss, destruction, damage, alteration or disclosure, including but not limited to: 

(a) Ensuring IT equipment, including portable equipment is kept in lockable areas when unattended; 

(b) Not leaving portable equipment containing the Personal Data unattended; 

(c) Ensuring that staff use appropriate secure passwords for logging into systems or databases containing the Personal Data;  

(d) Ensuring that all IT equipment is protected by antivirus software, firewalls, passwords and suitable encryption devices; 

(e) In particular ensure that any Sensitive Personal Data is stored and transferred (including where stored or transferred on portable devices or removable media) using industry standard 256-bit AES encryption or suitable equivalent; 

(f) limiting access to relevant databases and systems to those of its officers, staff agents and sub-contractors who need to have access to the Personal Data, and ensuring that passwords are changed and updated regularly to prevent inappropriate access when individuals are no longer engaged by the Controller; 

(g) Conducting regular threat assessment or penetration testing on systems. 

(h) Ensuring all staff handling Personal Data have been made aware of their responsibilities with regards to handling of Personal Data. 

(i) Allowing for inspections and assessments to be undertaken by the other Controller in respect of the security measures taken, or producing evidence of those measures if requested. 

11. 	DATA SECURITY BREACHES AND REPORTING PROCEDURES 

11.1 	The Parties are under a strict obligation to notify any potential or actual losses of the Shared Personal Data to the other Controller as soon as possible and, in any event, within 2 Business Days of identification of any potential or actual loss to enable the Parties to consider what action is required to resolve the issue in accordance with the applicable DP Legislation. 

11.2 	Clause 11.1 also applies to any breaches of security which may compromise the security of the Shared Personal Data. 

11.3 	The Parties agree to provide reasonable assistance as is necessary to each other to facilitate the handling of any Data Security Breach in an expeditious and compliant manner. 

12. 	        RESOLUTION OF DISPUTES WITH DATA SUBJECTS OR THE DATA PROTECTION AUTHORITY 

12.1 	In the event of a dispute or claim brought by a Data Subject or the Data Protection Authority concerning the processing of Shared Personal Data against either or both Parties, the Parties will inform each other about any such disputes or claims, and will cooperate with a view to settling them amicably in a timely fashion. 

12.2 	The Parties agree to respond to any generally available non-binding mediation procedure initiated by a Data Subject or by the Data Protection Authority. If they do participate in the proceedings, the Parties may elect to do so remotely (such as by telephone or other electronic means). The Parties also agree to consider participating in any other arbitration, mediation or other dispute resolution proceedings developed for data protection disputes. 

12.3 	In respect of breaches relating to this Schedule, each Controller shall abide by a decision of a competent court of the Data Discloser’s country of establishment or of any binding decision of the relevant Data Protection Authority. 

13. 	WARRANTIES 

13.1 	Each Controller warrants and undertakes that it will: 

(a) Process the Shared Personal Data in compliance with all applicable laws, enactments, regulations, orders, standards and other similar instruments that apply to its personal data processing operations. 

(b) Make available upon request to any Data Subjects who are third party beneficiaries a copy of this Schedule, unless the Clause contains confidential information. 

(c) Respond within a reasonable time and as far as reasonably possible to enquiries from the relevant Data Protection Authority in relation to the Shared Personal Data. 

(d) Respond to Subject Access Requests in accordance with the terms of this Schedule and in accordance with the DPA. 

(e) Where applicable, maintain registration with all relevant Data Protection Authorities to process all Shared Personal Data for the Agreed Purpose. 

(f) Take all appropriate steps to ensure compliance with the security measures set out in clause 10 above. 

13.2 The Data Discloser warrants and undertakes that it will ensure that the Shared Personal Data are accurate to the best of its knowledge and belief. 

13.3 The Data Recipient warrants and undertakes that it will not disclose or transfer Shared Personal Data to third parties either within or outside the UK or European Economic Area (EEA) unless it complies with the obligations set out in clauses 9.2 and 9.3 above.   

14.         INDEMNITY 

14.1 Subject to the limits set out in clause 15, each Party (“Indemnifying Party”) shall indemnify the other Party (“Indemnified Party”) and shall keep the Indemnified Party indemnified against all Losses suffered or incurred by the Indemnified Party directly arising out of or in connection with any claim made against the Indemnified Party in relation to any breach by the Indemnifying Party of a) the DP Legislation or b) the Indemnifying Party’s obligations under this Schedule, in particular all Losses resulting from:

14.1.1 [bookmark: _Ref486515728][bookmark: _Ref503954888][bookmark: _Ref486515729]any monetary penalties or fines levied by the ICO on the Indemnified Party;

14.1.2 [bookmark: _Ref486541520][bookmark: _Ref503954897][bookmark: _Ref486515730]the costs of any investigative, corrective or compensatory action required by the ICO, or the defence of any proposed or actual enforcement taken by the ICO; 

14.1.3 any Losses suffered or incurred by, awarded against, or agreed to be paid by the Indemnified Party pursuant to a claim, action or challenge made by a third party to or against the Indemnified Party (including by a Data Subject); and

14.1.4 except to the extent covered by Paragraphs 14.1.1 or 14.1.2 or 14.1.3 any Losses suffered or incurred, awarded against or agreed to be paid by the Indemnified Party.

14.2 Notwithstanding the foregoing indemnities, each of the Controllers shall seek to mitigate any and all Losses as may arise as a result of the activity performed under this Schedule.

15. 	LIMITATION OF LIABILITY 

15.1 	      Neither Controller excludes or limits liability to the other Controller for  

(a) fraud or fraudulent misrepresentation; 

(b) death or personal injury caused by negligence; 

(c) a breach of any obligations implied by section 12 of the Sale of Goods Act 1979 or section 2 of the Supply of Goods and Services Act 1982; or 

(d) any matter for which it would be unlawful for the Parties to exclude liability. 

15.2 	Subject to Clause 15.1 neither Controller shall in any circumstances be liable whether in contract, tort (including for negligence and breach of statutory duty howsoever arising), misrepresentation (whether innocent or negligent), restitution or otherwise, for 

(a) any loss (whether direct or indirect) of profits, business, business opportunities, revenue, turnover, reputation or goodwill; 

(b) loss (whether direct or indirect) of anticipated savings or wasted expenditure (including management time); or 

(c) any loss or liability (whether direct or indirect) under or in relation to any other contract. 

15.3	Notwithstanding the foregoing indemnity at clause 14 and limitations of liability under clauses 15.1 and 15.2, a Controller’s aggregate liability to the other Controller under this Schedule shall not exceed £500,000.

16. 	ROLES AND RESPONSIBILITIES 

16.1 	Each Controller shall nominate a single point of contact within their organisation who can be contacted in respect of queries or complaints regarding the DPA, GDPR and/or compliance under the terms of this Schedule. 



		University of the West of England, Bristol 

		[OTHER CONTROLLER NAME]



		Head of Data Protection (the Data Protection Officer)

Dataprotection@UWE.ac.uk 

		

[role]

[address], 

[address], 

[address]

[email]





  







                                                                  Appendix 1



[bookmark: _Toc495916202]Data Protection Particulars

		The subject matter and duration of the Processing



		The subject matter shall be the student performing their teaching activities.

Personal data will be processed for the duration of contract, and in accordance with the Controllers retention schedule.  



		The nature and purpose of the Processing



		· Student progression and assessment 

· Data from digital materials are produced and shared by the student so that they may receive tutelage.

· Audio visual materials created by the student will be shared to the Parties for feedback on their performance.  This is both to help the student develop their professional skills and to evidence their practice in relation to the assessment criteria.



		The type of Personal Data being Processed

The type of Sensitive Personal Data/Special Category Data being Processed

		 First name; middle name(s); surname; date of birth; personal email address; work email address; home address; employer details; employer address; Other Controller location; data pertaining to student performance data including progression/assessment details; qualification details. 



Physical and mental health status to facilitate       reasonable adjustments under assessment conditions; religion; political affiliation. 



Evidence of teaching practice shall be collected by the student in their professional context. This will include segments of lessons taught by the student where the student uses camera placement and a filter to obscure the identifying details of any other potential data subject.



		The categories of Data Subjects

		Student, Mentor.
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